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Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER — V EXAMINATION -WINTER - 2018

Subject Code:3350704 Date: 04-12-2018
Subject Name: COMPUTER AND NETWORK SECURITY (Elective)
Time:10:30 AM TO 01:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of programmmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.

6. English version is authentic.

Q.1 Answer any seven out of ten. £UHI] SIHUEL HUleeAl SrAL61 BALUL 14
Define: Backdoor.

eyv41 3 Backdoor.

Differentiate between Internet and Intranet.

Internet »A<l Intranet 42\l A5l 5.

Define: Sniffing.

i b4) 241U Sniffing.

Write full form of: SSL, NIDS.

SSL 24l NIDS i YL <LIH, s7ELAL

Define: Logic Bomb.

ey v4) 24U): Logic Bomb.

List Security Threats.

Security Threats <l 4U£] 51141,

List any Two Components of Good Password.

AIRL Password «lL Components <l 2E] o414,

Write a simple example for conversation of plain text in to cipher text using
Caesar cipher.

Caesar cipher il #e£dl plain text < cipher text Hi $2a41, GELREL UL
List various Cryptanalysis attacks.

[A[34 Cryptanalysis attacks -l 4.15] ot-iidl.

10.  Define: Spam.

10, S4b4L HYL: Spam.
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Q.2 (a) Define Passive attacks. Explain any one in brief. 03

Wee. 2 (@) Passive attackseil sarvaL 20000 5085 UBL 25 Z5HL AHMAL o3
OR

{a) Define Active attacks. Explain any one in brief. 03

(1)  Active attacks<il 4IvAL AL 5185 UL 25 2501 AHALL c3

(b}  Explain Password protection. 03

(") Password protection AUl 03
OR

(b) Explain Shoulder surfing. 03
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Shoulder surfing AHMAL.

Explain MIM.
MIM UH™MAl.

OR
Explain Transposition technique.
Transposition technique UH™MAL.

Define Virus. Explain various categories of viruses.

Virus -l cuvdl sl Virus A (G szl dumdl.
OR

Explain Public Key Infrastructure.

Public Key Infrastructure 4+™4L.

Explain Piggybacking. http://www.gujaratstudy.com

Piggybacking A=Al

OR
Explain Dumpster Diving.
Dumpster Diving 4™l
Write a Short note on Steganography.
Steganography (44 25 I8, avil.

OR

Differentiate between DOS and DDOS.
DOS 214 DDOS 423l dsldd dvil.
Describe Tunneling in detail.
Tunneling < (& A 53U,

OR
Explain Rail Fence cipher with example.
Rail Fence cipher GeLsRbl Ald AumAl.
Explain E-Mail Security.
E-Mail Security ™Al

OR
Explain Digital Signature.
Digital Signature Au=4l.

Explain Authentication in terms of Security.
YA AEHHL Authentication AUHMAL

OR
Explain Data integrity in terms of Security.
YRAAL A2HHL Data integrity Al
Explain VLAN in detail.
VLAN [421Reil 424l

OR
Explain architecture of IP Security.
IP Security < architecture AH™4l.

Explain Playfair cipher in detail with example.
Playfair cipher [A2dAIR 4 Gelszbl Alsd uHmAl.,

Explain Logical Component of IDS.
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DS i Logical Component AHMAl.

Explain Rail Fence Technique with Example.
Rail Fence Technique Gl Al AHMl.

Explain SSL.
SSL uH™4l.

Define Firewall. List out types of Firewall.

Firewall il cqiv4l 20000 Firewall i Ms1RidAl 21E] silail.
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